
Part 1: Preliminaries

This volume is concerned with ethical issues arising in connection with acts involv-
ing unauthorized computer intrusions.The growing number of such intrusions has
impacted our economic and social life in a variety of different ways. Software, for
example, is more expensive than it otherwise would be because of the need to cov-
er the costs of trying to ensure that the relevant code is secure. Computer intru-
sions also have psychological costs; the less confidence we have in the security of
information technologies, the more vulnerable we feel to security breaches, dimin-
ishing our subjective sense of well-being.These effects, of course, are of ethical sig-
nificance and deserve careful consideration.

This section is intended to set the stage for the rest of the volume.The two chap-
ters in this section provide an overview of the empirical and ethical considerations
that will figure prominently in one way or another in each of the other essays in
the volume. These chapters therefore provide helpful contextual and background
information that enable readers to get the most out of the materials in the rest of
the book.

The first chapter contains Tom Forester and Perry Morrison’s essay “Hacking and
Viruses.”The chapter begins with a brief explanation of the concept of hacking and
then goes on to consider the motivations for hacking. Forester and Morrison describe
many famous cases of hacker attacks and discuss some of the most important eth-
ical issues raised by these acts. In addition, there is a very helpful discussion of the
difference between worms,Trojan horses, and viruses.This essay is as good an intro-
duction to the issues and problems surrounding hacking as I have seen.

The second chapter contains Herman Tavani’s essay,“The Conceptual and Moral
Landscape of Computer Security.” Tavani, like many of the authors whose work
appears in this volume, is one of the most well-known theorists in information
ethics, and his broad grasp of the area is on display fully in this essay. Tavani
explains the concept of security and its application in computing contexts. He
then goes on to explain a variety of different ethical issues arising in connection
with computer security.While the first chapter focuses on the empirical and tech-
nical dimensions of the hacking problem, Tavani’s chapter focuses on the ethical
dimensions.These two chapters together provide the needed material for the read-
er to understand all that is to follow.
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Chapter 1: Hacking and Viruses

Tom Forester and Perry Morrison

On April 27, 1987, viewers of the Home Box Office (HBO) cable TV channel in the
United States witnessed a historically significant event, variously described as the
first act of high-tech terrorism or the world’s most widely viewed piece of electronic
graffiti. On that evening, watchers of HBO’s satellite transmission of The Falcon and
the Snowman saw their screens go blank and the following message appear:

Good Evening HBO from Captain Midnight. $12.95 a month?
No way!

(Show-time/Movie Channel, Beware!)

This transmission lasted for some 4 minutes. It represented a protest against HBO’s
decision to scramble its satellite signal so that backyard dish owners were forced
to buy or hire decoders to view HBO’s programs. More significantly—and in the most
impressive way—it illustrated the vulnerability of satellites and other communi-
cations services to malicious interference.

The search for and apprehension of Captain Midnight took several months and
a certain amount of luck. Investigators initially reasoned that the captain had used
a commercial satellite uplink facility to overcome HBO’s intended signal, but to their
dismay, they discovered that there were some 2,000 such facilities. Fortunately for
them, only a much smaller number (580) used the kind of character generator that
Captain Midnight used to create his text message, and of these only 12 were avail-
able that night for jamming purposes. Of the remaining suitable facilities, records
showed that they had all been involved in normal activities.

A breakthrough in the case did not occur until a Wisconsin tourist happened to
overhear a man talking about the Captain Midnight prank while using a public tele-
phone in Florida. The tourist reported the man’s license number, and this infor-
mation eventually led police to the culprit—John MacDougall, a satellites dish
salesman, electronics engineer, and part-time employee at the Central Florida
Teleport satellite uplink facility in Ocala. MacDougall was subsequently charged
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4 Part 1: Preliminaries

with transmitting without a license and sentenced to 1 year’s probation and a
$5,000 fine (“Conclusion,” 1986).

Since the Captain Midnight episode, however, several other instances of uplink
video piracy have occurred, including a November 1987 incident in which WGN-
TV (Channel 9 in Chicago) was overridden for approximately 1.5 seconds. That
same evening,WTTW (Channel 11 in Chicago) was also overridden by a 90-second
transmission, this time by a man in a Max Headroom mask smacking his exposed
buttocks with a fly swatter (Software Engineering Notes [SEN], 1988a). As a result of
these incidents, the U.S. Congress passed a law making satellite hacking a felony,
and the first person convicted under that law was Thomas M. Haynie, an employ-
ee of the Christian Broadcasting Network, who in 1987 generated a religious mes-
sage on the Playboy Channel (SEN, 1991).

Yet the most important aspect of the Captain Midnight hack and other sim-
ilar incidents is not immediately obvious. MacDougall caused mild annoyance
to a large number of viewers and probably, at worst, a severe case of embar-
rassment to HBO. Yet the fact that this individual was able to broadcast a par-
ticular message into the homes of thousands and to take control of a
sophisticated satellite transponder demonstrates a much more significant dan-
ger. What if, instead of being an angry satellite dish salesman, MacDougall had
been an international terrorist and instead of interrupting a movie, he had
begun to jam the telephone, facsimile, and data communications of a number
of satellites? Further, we know that satellites are directed from the ground by
using radio signals to control the functioning of their small maneuvering
engines. What if MacDougall or somebody else had used these signals to move
the satellite into a decaying orbit or caused it to enter the orbit of another
satellite—perhaps a Soviet one—many of which carry small nuclear reactors as
a power source?

Even worse, if MacDougall had been an employee of a city traffic authority,
could he have used his knowledge of computer systems and traffic control to com-
pletely foul up a city’s traffic lights during a peak traffic period? One does not need
much imagination to think of the consequences of such an act for a city, say, the
size of Los Angeles. Not only would the traffic snarls take days to untangle, but emer-
gency services (police, fire, ambulance, etc.) would be incapacitated. Maintenance
of sewage, lighting, power, and telephones would probably come to a halt, and
inevitably there would be fatalities and an enormous insurance bill stemming
from the hundreds of wrecked or damaged cars and injured or ill people.More impor-
tant, security services would be hard pressed to deal with any additional terrorist
acts such as a hijacking or a takeover of the city’s water supply (“Enter the
Technically-Competent Terrorist,” 1986; Morrison, 1986b).

These kinds of concerns have been echoed in a recent report by the U.S. National
Academy of Sciences, which stated that the United States has been “remarkably
lucky” with its computer networks and that technically proficient thieves or ter-
rorists could subvert some of the country’s most critical computer systems.
According to the report, these include telecommunications networks, aviation con-
trol systems, and financial systems (Charles, 1991).
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Chapter 1: Hacking and Viruses 5

1.1. What Is Hacking?

In the media, incidents such as the HBO prank are referred to as “hacking.”Yet this
term is not easy to define, nor is it a recent phenomenon.According to writers such
as Steven Levy, author of Hackers: Heroes of the Computer Revolution, the earliest
hackers were students at the Massachusetts Institute of Technology (MIT) in the
late 1960s. These hackers specialized in putting together pieces of telephone cir-
cuitry and tracing the wiring and switching gear of the MIT network. Next came
the phone “phreaks”—epitomized by the famous Captain Crunch (John T. Draper)—
who discovered that a breakfast cereal of the same name supplied a toy whistle
that generated a tone identical to the one used by the U.S. telephone network to
access toll-free services. Eventually, instead of blowing the whistle into a pay phone
mouthpiece, Draper and other resourceful individuals developed “blueboxes,”elec-
tronic tone generators that could reproduce the full series of tones that the U.S.
telephone network used in its call-routing system. With such devices, it was pos-
sible to call anywhere in the world for free. But, unfortunately, many “blueboxers”
and even the ingenious Captain Crunch himself were convicted on various offens-
es and enjoyed several stints in jail.

According to Levy, hacking as we understand it—that is, involving the use of com-
puters—began to emerge only with the development of time-shared systems.
Hacking then spread quickly once virtual data toolkits (VDTs) allowed users to inter-
act with a machine directly rather than through the remote mechanism of card-
based batch processing.Yet, even then, hacking referred to a much more noble set
of activities than the criminal acts that are described by the term today. Hacking
was an elite art practiced by small groups of extremely gifted individuals. It gen-
erated its own set of folk heroes, huge rivalries, eccentricities, and cult rituals. But,
above all, this early form of hacking was about intellectual challenge, not malicious
damage. Levy portrays this period as a sort of golden era of hacking, which main-
ly took place at two major sites—MIT and Stanford University in California. For most
hackers at this time, their chief interest lay in understanding the innards of a sys-
tem down to the last chip and the last line of the operating system. The software
they wrote was for public display, use, and further development and was their
major source of self-esteem, challenge, and socialization.

In Levy’s view, all of this began to change once huge commercial interests moved
into the software industry and flexed their legal and commercial muscles. Suddenly,
software was not for public use or refinement. It became the property of those who
had paid for it to be written (and who did not always appreciate unauthorized revi-
sions), and once this had happened, the golden age came to an end. Intellectual
challenge was not enough. Like everywhere else, there was no free lunch in the world
of hacking, either. Therefore, to some extent Levy indirectly blames the commer-
cialization of software for the emergence of hacking in its criminal form. Having
been introduced to the cut and thrust of the commercial world, the best and bright-
est may have taken on this different set of values—a set that has been augment-
ed and made more sinister among the current crop of hackers. Then, armed with
these different values and goals and empowered by the development of nation-
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6 Part 1: Preliminaries

wide networks of computers (the ARPANET being the earliest of these),hackers began
to break out of the confines of their local machines and to spread their interests
across the United States, even using links to international networks to gain access
to systems on the other side of the earth.

Back from the Ashes: The Reemergence of Phone Hacking

In recent years, the merging of the telephone network with computer systems and private auto-

matic branch exchanges (PABXs) has provided hackers with easier and in some ways more

tempting targets. Accessing peoples’ voice mail, redirecting calls, and generally fouling up

these systems is becoming more and more common (Brock, 1991).

• From April 1990, the switchboard of Palomar Hospital was intermittently jammed and even

disconnected by an individual armed with a common touch-tone phone. The alleged

offender, Rick Ivkovich, had operators in tears as he blocked calls to and from the hospital

and connected hospital operators to outside lines, including 911 emergency numbers and

the county jail (SEN, 1992a).

• In 1991, 10 students from the University of Kent, England, admitted in court to making

around $1 million worth of calls from six unmodified call boxes (Blankensteijn, 1991).

• Lynne Doucette and a team of 17 break-in artists defrauded U.S. telephone companies of

more than $1.6 million by using other people’s credit cards and access codes. Around the

same time, an independent attack was made on an office switch that redirected calls from

the state parole board office to a New York phone sex line (The Australian, 1989).

U.S. phone companies are responding to the threat from phone hacking and credit card fraud

by monitoring overseas calls for suspicious patterns, such as heavy utilization of calls to unusu-

al destinations. If customers agree to pay for these services, the phone companies place ceil-

ings on their liability in the event of an abuse being discovered (Lewyn, 1992).

Big losers in PABX fraud have included the New York City Human Resources Administration

($704,000), Proctor and Gamble ($300,000), Suitomo Bank ($97,000), Philadelphia Newspapers

($90,000), Tennessee Valley Authority ($65,000), and the Christian Broadcasting Network

($40,000) (Lewyn, 1992).1 

1See other interesting cases in SEN, 1988b.

Yet, even today, “hacking” has a wide range of meanings. To some, to hack is to
roughly force a program to work, generally inelegantly. For others, a hack is a lever
(generally small) program or program modification that displays unusual insight
into a programming language or operating system. On the other hand, any scam
or clever manipulation may also be termed a hack. For example, the famous stunt-
card “switcheroo” at the 1961 Rose Bowl football game is often referred to as a great
hack (Neumann, 1984). In this context, computer viruses (a topic we address short-
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2Interested readers can find a much more detailed account of hacking in Hafner and Markoff’s Cyberpunk: Outlaws and Hackers
on the Computer Frontier (1991). The authors provide a very readable account of major hacking cases with a rich background on
the individual hackers.

ly) may represent a particular kind of malicious and destructive hack. Many more
of us, though, tend to associate the term almost exclusively with attempts to use
the telephone network to gain unauthorized access to computer systems and their
data (some have preferred to call this cracking). Psychologists, sociologists, and oth-
ers who concern themselves with the behavioral aspects involved, view hacking
as mere computer addiction. Those suffering from the malady are regarded as
being socially inept and unable to form a peer group through any medium other
than that provided by the remoteness and abstraction of computing.

In their book The Hacker’s Dictionary, authors Raymond et al. have outlined at least
seven different definitions of a hacker:

1. A person who enjoys learning the details of computer systems and how to
stretch their capabilities, as opposed to most users of computers, who prefer to
learn only the minimum amount necessary.

2. One who programs enthusiastically or who enjoys programming rather than just
theorizing about programming.

3. A person capable of appreciating hack value.

4. A person who is good at programming quickly.

5. An expert on a particular program or one who frequently does work using it
or on it.

6. An expert of any kind.

7. A maliciously inquisitive meddler who tries to discover information by poking
around. For example, a password hacker is one who tries, possibly by deceptive
or illegal means, to discover other people’s computer passwords. A network
hacker is one who tries to learn about the computer network (possibly to improve
it or possibly to interfere) (Neumann, 1984).

It is beyond the scope of this chapter to provide an exhaustive list of definitions
of hacking and their associated behaviors.Although we attempt primarily to address
those issues that most clearly pertain to ethics, this may involve covering incidents
in all of the aforementioned categories. Hence, for our purposes, hacking is any com-
puter-related activity that is not sanctioned or approved of by an employer or own-
er of a system or network. We must distinguish it, however, from software piracy
and computer crime, where the primary issue is the right of information owner-
ship and the use of computer systems to perpetrate what, in any other arena,
would simply be regarded as monetary theft or fraud. To some extent, this defini-
tion is rather broad and post hoc. Nevertheless, such a definition provides us with
a rich load of cases and events that are very much at the heart of ethical issues in
computing.2
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8 Part 1: Preliminaries

1.2. Why Do Hackers Hack?

There are probably as many answers to the question of why hackers hack as there
are different forms of hacking. Clearly, some amount of intellectual challenge may
be involved. Rather like solving an elaborate crossword, guessing passwords and
inventing means of bypassing file protections pose intriguing problems that some
individuals go to enormous lengths to solve (Gill, 1987). In other cases, hacking
involves acts of vengeance, usually by a disgruntled employee against a former
employer. For others, hacking represents a lifestyle that rests on social inadequa-
cy among otherwise intellectually capable individuals—the so-called “computer nerd
syndrome,”which particularly affects male adolescents between the ages of 14 and
16.These individuals tend to be self-taught, enjoy intellectual games, are not sex-
ually active, and perhaps even neglect personal hygiene (Raymond, 1991). Indeed,
a case of “computer psychosis” has even been reported in Copenhagen, Denmark.
Apparently the young man concerned became so mesmerized by his computer that
he was unable to distinguish between the real world and computer programs; he
talked in programming language when carrying out ordinary everyday tasks (SEN,
1987).

For psychologists such as SherryTurkel of MIT, hackers are individuals who use
computers as substitutes for people because computers do not require the mutu-
ality and complexity that human relationships tend to demand. Other researchers
at Carnegie-Mellon University have provided evidence that partially supports this
view: Sara Kiesler and her coworkers have investigated the social psychology of com-
puter-mediated communication and found that this medium removes status cues
(such as sitting at the head of the table) and body language (nods, frowns, etc.), and
provides a kind of social anonymity that changes the way people make decisions
in groups. Their investigations into computer conferencing and electronic mail
showed that group decision-making discussions using this medium exhibited more
equal participation and a larger coverage of issues (Kiesler,Siegel,and McGuire,1984).

However, despite this benefit, the limited bandwidth of the computer screen (i.e.,
its lack of feedback in the form of body language, etc.) often has caused users to
seek substitutes for physical cues. For example, in the absence of any other (non-
verbal) mechanisms to communicate their emotions, electronic mail users often
substitute depictions of their face to represent how they are feeling or how their
message should be interpreted. The following keyboard characters are often used
to represent a smile, a wink, and a sad face, respectively (view them sideways):

|:-) |;-) |:-(

Hence, the form of communication that computers require, even when commu-
nicating with other human beings, may be attractive to those who feel less com-
petent in face-to-face settings, where the subtleties of voice, dress, mannerisms,
and vocabulary are mixed in complex ways. Those who are less skilled in dealing
with these sources of information therefore may retreat to more concrete and
anonymous forms of interaction with a machine, and those who are limited by these
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Chapter 1: Hacking and Viruses 9

communication modes attempt to extend them to incorporate more naturalistic
features of communication when dealing remotely with other human beings.

In contrast to this, other commentators, such as Professor Marvin Minsky of MIT,
have argued that there is nothing very special about hackers: They are simply peo-
ple with a particular obsession that is no different from that of old-style “radio hams”
or those addicted to certain sports, hobbies, cars, or any other popular kind of fas-
cination (Robotham, 1989).

Yet this view ignores a very important difference between, say, an addiction to
TV sports and an addiction to computers, particularly if the latter takes a malicious
form.The amount of damage the TV sports enthusiast can cause is likely to be min-
imal, whereas hacking in its most malicious forms retains the potential to cause
massive damage and perhaps even loss of life.The hypothetical scenarios presented
in the introduction to this chapter depict some quite feasible applications of mali-
cious hacking. Indeed, the power that we invest in computer systems sets them
apart from conventional systems.This capability, allied with the remote and abstract
nature of computing, provides the potential for individuals to cause massive dam-
age with little understanding of the enormity of their acts,because the consequences
are not fed back to the perpetrators in any meaningful way, and especially not in
any form that emphasizes human costs.

Although this fact may contradict popular stereotypes about hackers, by far the
greatest amount of hacking involves very little intellectual challenge or great intel-
lectual ability (“NASA Hackers,”1987). Certainly, some system penetrations or hacks
display incredible ingenuity. But, for the most part, hacking relies on some basic
principles: excessive determination on the part of the hacker and reliance on
human fallibility. For example, when faced with a new unpenetrated system, the
most common form of attack is to guess passwords, because there is an amazing
lack of variation in the kinds of passwords that users choose.

In addition, many systems have guest accounts that are used for display pur-
poses, and these often have the log-in name “guest” with the same word used as
a password as well. To assist their chances of penetrating a system, hackers often
scan the waste baskets of computer centers looking for password clues, or they may
attend computer exhibitions hoping to look over the shoulder of someone logging
on to a remote system. The details of successful or partially successful penetra-
tions are often listed on computer bulletin boards (electronic notice boards for post-
ing and circulating information), and this information allows other hackers to
further penetrate a system or to cooperate in exhausting the possible mechanisms
for unauthorized entry.

Most hackers use only a small suite of equipment: generally a modem, a per-
sonal computer (PC), and some communications software. The modem converts
digital pulses from the computer into analog (continuous) signals of the kind that
the telephone network uses. Once on the telephone network, the PC is able to com-
municate with almost any machine that has a dial-in line—that is, a phone line
that also has a modem connected to it. Once the hacker’s modem has connected
to the target machine’s modem, both devices convert the analog phone signals back
to digital ones and allow communication to proceed. Generally, the communica-
tions software that the hacker uses provides high-quality emulation of a range of
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10 Part 1: Preliminaries

popular terminal types (such as DEC’s VT52 or VT100), and sometimes such pack-
ages have a number of built-in features that aid the hacker.

For example, some communications packages autodial telephone numbers
within a particular numeric range. Thus, while the hackers sleep, watch TV, or
whatever, their computers can target a particular region or suburb (where a large
computer installation is believed to exist) by dialing all the numbers in that region
until a computer is identified. Undoubtedly, a large number of these calls are
answered by humans or facsimile machines, but every so often the carrier tone of
a computer’s modem is identified and the hacker can later begin work on gaining
access to that system. Furthermore, if the calls are charged to a stolen credit card
number or a telephone account (such numbers are freely circulated on many hack-
er bulletin boards), the hacker can make thousands of calls at no personal cost.

Yet, apart from guessing passwords, there are very few ways in which a hacker
can penetrate a system from the outside, although the stereotyped passwords that
many people use often maximize a hacker’s chances of discovering a legitimate
user name and password combination. Despite such flukes, most system pene-
trations are abetted by some form of inside assistance.

For example, a common trap in university computer laboratories is to leave a
terminal switched on, waiting for an unwary user to log on to the system. In some
cases, the terminal may still be running a program from the previous user that sim-
ulates a log-on procedure, thereby capturing the user’s log-on name and pass-
word.The log-on procedure then aborts with the usual failure message, and normally
such users assume that they made an error when typing in their password and try
again. Unfortunately for these users, although the terminal appeared to be idle, the
program already running on it captures their log-on details and then shuts down,
so that the real system log-on procedure appears. Given the closeness of this
sequence of events to a very common log-on error (everyone at some stage makes
mistakes in logging on) and given some amount of naivete, in most instances it is
unlikely that many users even suspect that they have been duped.Then, using the
ill-gotten log-on name and password, the hacker can enter the system, thereby gain-
ing full access to the data and programs of the legitimate user.

Indeed, some insider knowledge or partial access has proved to be an impor-
tant part of the most spectacular break-ins that have occurred in recent years. For
example, in 1986 a series of break-ins occurred at Stanford University in California.
These were made possible by certain features of the UNIX operating system (one
of the most popular operating systems in academic computing) as well as by the
laxness of the systems programmers administering these systems (Reid, 1986).The
weaknesses included the networking features of certain versions of UNIX and the
fact that this operating system often allows users to log on using a guest account
(usually with the same password,“guest”). Once into the first system, hackers were
able to impersonate other users (again, knowing a couple of the classic weaknesses
of UNIX) and gain access to other machines in the network that these same users
had legitimate access to.The well-publicized hack carried out by Mathias Speer in
1988, in which he penetrated dozens of computers and networks across the world,
also used many of these techniques to cross from machine to machine and from
network to network.

35361_CH01_Himma.qxd  8/31/06  3:03 PM  Page 10

© Jones and Bartlett Publishers. NOT FOR SALE OR DISTRIBUTION



Chapter 1: Hacking and Viruses 11

In other cases, system and network inadequacies can sometimes be exploited
to obtain access. For example, a persistent hacker sometimes can grab a line with
legitimate privileges after a legitimate user has logged out.This can happen if the
log-out sequence has not yet completed, so that the line the legitimate user has
relinquished has not yet been hung up. If the hacker happens to log onto the sys-
tem in those few microseconds, it is sometimes possible to grab the line and job
of the legitimate user, who, more often than not, is preparing to walk away from
the terminal (“More on Nonsecure Nonlogouts,” 1986).

For those who are interested in further details of the techniques that hackers
use, a particularly clear and comprehensive guide can be found in Hugo Cornwall’s
book, Hacker’s Handbook III. Cornwall not only provides a potted history of hacking
in the United Kingdom but also describes the principles of digital communication,
radio transmissions, and datastreams. Another book that had a wide impact was
Bill Landreth’s Out of the Inner Circle. Landreth was a key figure in the legendary hack-
er group known as the Inner Circle. Some press articles have reported Landreth’s
disappearance, amid rumors that he planned to commit suicide on his 22nd birth-
day and fears that others in the Inner Circle were preparing to get their revenge on
Landreth because he allegedly broke their code of silence (Lowe, 1987).

1.3. Hackers: Criminals or Modern Robin Hoods?

The mass media had tended to sensationalize hacking while soundly condemn-
ing it. But there are other points of view: For example, in many instances the
breaching of systems can provide more effective security in the future, so that oth-
er (presumably less well-intentioned hackers) are prevented from causing real
harm (Herschberg and Paans, 1984). A good illustration of this was the penetration
of British Telecom’s electronic mail system in 1984 by Steven Gold and Robert
Schifreen, who left a rude message in the Duke of Edinburgh’s account. This inci-
dent attracted enormous publicity and led directly to improved security arrange-
ments for the whole of the Prestel system. Gold and Schifreen, therefore, were
extremely indignant at being treated as criminals, and their attitude illustrates once
again the discrepancy between what the law considers to be criminal behavior and
how hackers perceive themselves. Although Gold and Schifreen were convicted
under the Forgery Act and fined £2,350, an appeal saw the charges quashed. It was
argued that because the hackers caused no damage and defrauded no one, they
could not be held guilty of an offense (“Hacking Away,”1988; “Hackers Found Guilty,”
1986; “Lords Clear British Hackers,” 1988; “Hackers Appeal,” 1989).

More recently, the U.K.-based National Westminster Bank and the merchant bank
S.G.Warburg met with a number of hackers to discuss arrangements for these com-
puter experts to test the banks’ security systems. Using the American idea of a “tiger
team”—putting hackers in a controlled environment and pitting them against the
existing security—the banks hoped to identify their weaknesses and also to gain
inside information from the hackers about what was happening in the hacking
community and where potential threats might come from (Warren, 1990).
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12 Part 1: Preliminaries

We might ask ourselves whether, for the sake of balance, a truly democratic soci-
ety should possess a core of technically gifted but recalcitrant people. Given that
more and more information about individuals is now being stored on computers,
often without their knowledge or consent, is it not reassuring that some citizens
are able to penetrate these databases to find out what is going on? Thus, it could
be argued that hackers represent one way in which we can help to avoid the cre-
ation of a more centralized, even totalitarian, government.This is one scenario that
hackers openly entertain. Indeed, we now know that at the time of the Chernobyl
disaster, hackers from the West German Chaos Computer Club released more infor-
mation to the public about developments than did the West German government.
All of this information was gained by illegal break-ins carried out by government
computer installations.

Given this background and the possibility of terrorist acts becoming increas-
ingly technologically sophisticated, perhaps we also can look to hackers as a
resource to be used to foil such acts and to improve our existing security arrange-
ments. To some extent, this development is already happening: In the United
States, convicted hackers are regularly approached by security and intelligence
organizations with offers to join them in return for amelioration or suspension of
sentence. Other hackers have used their notoriety to establish computer security
firms and to turn their covertly gained knowledge to the benefit of commercial and
public institutions (Caseby, 1989; Peterzell, 1989; “Open Season,” 1989).

Perhaps we should recognize that in a fair and open society there is a tension
between the capabilities of government and the capabilities of individuals and groups
of concerned citizens. As the communications theorist Harold Innes stated in the
1930s, in terms of information control, there is a constant struggle between cen-
tralizing and decentralizing forces. Clearly, total centralization of information pos-
es significant problems for the rights of individuals and for the proper conduct of
a democratic government.

On the other hand, total decentralization of information resources can lead to
gross inefficiencies and even to the denial of services or aberrations in the quali-
ty of services provided by government. As long as this tension exists and as long
as things do not become unbalanced, we can remain reasonably assured that the
society we live in and the government we elect are fairly effective and equitable.
Perhaps, with the advent of digital computers and telecommunications, hacking
represents an expansion of this struggle into a different domain.

Admittedly, hacking has the potential to cause enormous harm by utilizing
resources that have tremendous power.Yet we should not forget that there are oth-
er, equally powerful and much older ways in which similar powers can be unleashed.
Leaks to the press, espionage of all kinds, and high-quality investigative journal-
ism (such as that which uncovered Watergate and Iran Contra affair) have the
power to break a government’s control over the flow of information to the public
and can even destroy corporations or governments that have been shown to be guilty
of unethical or criminal acts.

Perhaps, therefore, the hallmark of democracy is its capacity to tolerate people
of all kinds, from different ethnic backgrounds, cultural beliefs, and religions, as
well as those with radically opposing political views. It remains to be seen whether
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Chapter 1: Hacking and Viruses 13

hacking in all its forms will be banned as a criminal offense in most modern
democracies or whether some forms of it will be tolerated. From an ethical per-
spective, is the outlawing of hacking equivalent to criminalizing investigative jour-
nalism (journalists have been known to bribe officials or to obtain information
unlawfully)? As always, a balance must be struck between the ethical difficulties
that are attached to activities such as investigative journalism and hacking, and
the greater public good that may (or may not) arise from them.

Indeed, to complete the analogy, we should bear in mind that a great deal of
journalism is merely malicious muckraking that can damage a government or a
company much more deeply than can some simple kinds of hacking. On the oth-
er hand, we need the muckrakers: The press is the principal institution that most
democracies rely upon to ensure that the people are informed and that citizens
remain aware of what is being done in their name.

1.4. The Hacker Crackdown

If any trend is evident in the world of hacking—apart from its increasing inci-
dence—then it seems to involve the creation of stiffer penalties for hacking and a
tighter legal framework classifying hacking as criminal behavior. For example, in
August 1990, the United Kingdom introduced the Computer Misuse Act and iden-
tified three new offenses:

1. Unauthorized access: entry to a computer system knowing that the entry is unau-
thorized (6 months’ jail term).

2. Unauthorized access in furtherance of a more serious crime, punishable by up
to 5 years imprisonment.

3. Unauthorized modification of computer material (viruses,Trojan horses, mali-
cious damage to files,etc.),punishable by up to 5 years imprisonment (SEN, 1990b).

The first person to be jailed under this legislation was Nicholas Whiteley (the so-
called Mad Hacker).Whiteley, then a 21-year-old computer operator, was sentenced
to a 4-month jail term with a further 8-month suspended sentence (The Daily
Telegraph, 1990; Diddle, 1991; “Hacking Defined as Crime,” 1990; “Hacker Takes up
the Challenge,” 1990; “Mad Hacker,” 1990).

Elsewhere, similar calls for a crackdown on hacking have reached the popular
press from concerned computing professionals or victims of hacking activity, and
the number of prosecutions and convictions appears to be on the increase. In
Pennsylvania, two men were charged with theft of service, unlawful computer use,
and criminal conspiracy over the use of university computer facilities (SEN, 1990b).
In Australia, three men are currently under investigation for their role in access-
ing the computers of NASA, the Smithsonian Institution, Melbourne University, and
universities in the United States and Europe.As part of their hacking spree, the men
allegedly accessed the computer of Clifford Stoll, the Harvard University astronomer
who played a key role in tracking down a group of German hackers in search of top-
secret data and files. Stoll published an account of this investigation in The Cuckoo’s
Egg, and the Australians apparently left a message for Stoll: “Now the cuckoo has
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3Various reports form the Internet-circulated Computer Underground Digest, July 1992.

egg on his face” (Stoll, 1990). However, the consequences for the accused hackers
could be very serious. For illegal use of Australian government computers alone,
they face a possible 10-year jail sentence (Charles and O’Neill, 1990; Rucci, 1990).

In July 1992 U.S. federal agents indicted five members of the group of comput-
er hackers known as the Masters of Disaster. The gang members—who called
themselves Phiber Optic, Corrupt, Outlaw,Acid Phreak, and Scorpion—were arrest-
ed on 11 charges, including conspiracy, wire fraud, unauthorized access to com-
puters, unauthorized possession of access devices, and interception of electronic
communications. In sum, the charges allege that the group broke into telephone
switching computers of several Bell systems and engaged in phone phreaking and
computer tampering. It is alleged that the defendants gained access to Bell Tymenet
computers and intercepted data communications on a network owned by the Bank
of America. In addition, it is alleged that the gang accessed credit reporting serv-
ices such as TRW, Trans Union, and Information America.3

Hacker cooperation seems unaffected by distance. In one noteworthy case, an
18-year-old Israeli and a 24-year-old man from Colorado jointly penetrated NASA
and U.S. Defense Department computers during the Desert Storm Gulf War oper-
ation. Of even greater interest than the distance involved was the sophistication
of the Israeli teenager’s phone phreaking equipment and the evidence of his
involvement in an international credit card forgery ring (“Arrested Israeli ‘Genius’,”
1991; “ ‘Harmless’ Hacker,” 1991).

In mid-1991, Scotland Yard announced that it had cracked the world’s largest
(a term they left undefined) computer hacking ring. Karl Strickland, an 18-year-old
computer programmer from Liverpool; Neil Woods, 23 and unemployed; and Paul
Bedworth, a 17-year-old student from Yorkshire, were charged under the Computer
Misuse Act with offenses in at least nine countries that included making financially
devastating alterations to computers at Edinburgh, Lancaster, Bath, London,
Strathclyde, and Oxford universities. Scotland Yard revealed that the investigation
involved eight police forces and a surveillance team from British Telecom, and that
it cost U.K. and European companies millions of pounds (Computer Talk, 1991).

But perhaps the clearest indication of a new hard-line approach to hacking
occurred in 1990 when U.S. Secret Service agents instigated a national computer
fraud investigation known as Operation Sundevil.This operation involved 150 agents
simultaneously executing 28 search warrants on 16 U.S. citizens and the seizure
of 42 computer systems, including 23,000 computing disks (Detroit News, 1990).
However, by mid-1991 it became clear that the operation had produced only one
indictment as a result of a combination of lack of evidence and lack of the high-
tech savvy needed for present gumshoe law enforcement officers to find such evi-
dence (Lewyn, 1991). Two of the most publicized victims of Operation Sundevil
included Craig Neidorf and Steve Jackson of Steve Jackson Games, both of whom
had systems and computer-related property seized by the Secret Service as a result
of various charges involving wire fraud, computer fraud, and interstate trans-
portation of stolen property. Eventually Neidorf stood trial but was acquitted,
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although he was forced to bear the $100,000 in costs incurred in making his defense
(Denning, 1991).

Yet, in contrast to these growing demands to bring hackers to account, a num-
ber of commentators have argued that these law enforcement efforts are misplaced.
The threat from hackers, they argue, is overblown, and the major threat to comput-
er installations remains what it always has been—not outside intruders, but inside
employees (Charles, 1990). Sociologist Richard Hollinger argues that hackers are
simply the easiest target: isolated individuals pitted against massive corporate and
government interests forced into a judicial system that finds it difficult to under-
stand the offense, let alone make judgments on it.Yet, faced with the need to be seen
to be doing something against the tide of“computer-related criminal activities,” law
enforcement officials find hackers easy, high-profile targets compared to the hid-
den, often forgiven, or paid-off inside computer criminals (Hollinger, 1991).

Worms, Trojan Horses, and Bombs

New terms are entering the nomenclature of computing, many of them borrowed form other

domains and many of them with sinister connotations. The following definitions may assist the

reader in identifying the differences and similarities among some of these terms.

Trojan Horse
A program that allows access to an already penetrated system—for example, by establishing a

new account with superuser privileges. This tactic helps to avoid overuse of the system man-

ager’s (superuser) account, which may show up on system statistics. It can also refer to a pro-

gram that gathers the log-in names and passwords of legitimate users so that those who already

have penetrated a system can log in under a wider variety of accounts. Sometimes confused

with a trap door, which is generally a secret entry that system designers build into their systems

so that once they have left, they may gain access at any time without fear of discovery. The prin-

ciple of the Trojan horse relies on successful penetration and creation of alternative entry paths.

Logic Bomb or Time Bomb
A program that is triggered to act upon detecting a certain sequence of events or after a par-

ticular period of time has elapsed. For example, a popular form of logic bomb monitors employ-

ment files and initiates system damage (such as erasure of hard disks or secret corruption of

key programs) once the programmer’s employment has been terminated. A simple variation

on the theme is a logic bomb virus—that is, a virus that begins to replicate and destroy a sys-

tem once triggered by a time lapse, a set of preprogrammed conditions coming into existence,

or a remote control using the appropriate password.

Virus
A self-replicating program that causes damage—generally hard disk erasure or file corruption—

and infects other programs, floppy disks, or hard disks, by copying itself onto them (particu-

larly onto components of the operating system or boot sectors of a disk). Viruses use a variety
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of strategies to avoid detection. Some are harmless, merely informing users that their systems

have been infected without destroying components of the systems. Most are not benign, and

identification of their creators can be virtually impossible, although some have been quite pre-

pared to identify themselves.

Vaccine or Disinfectant
A program that searches for viruses and notifies the user that a form of virus has been detect-

ed in the system. Some are general-purpose programs that search for a wide range of virus-

es, whereas others are more restricted and are capable only of identifying a particular virus

type. Some are capable of eradicating the virus, but there are relatively few such programs.

Other forms of virus protection include isolation of the infected system(s), use of nonwritable

systems disks so that viruses cannot copy themselves there, and trying out unknown software

(particularly public domain software downloaded from the bulletin boards) on a minimal, iso-

lated system.

Worm
A self-replicating program that infects idle workstations or terminals on a network. The earliest

worms were exploratory programs that demonstrated the concept itself and were generally

not destructive, although they often replicated to the point at which a network would collapse.

The latter phenomenon was used to good effect as the basis of the science fiction book,

Shockwave Rider by John Brunner. Worms tend to exist in memory and are not permanent,

whereas viruses tend to reside on disk where they are permanent until eradicated. In addition,

worms are network oriented, with segments of the worm inhabiting different machines and

being cognizant of the existence of other segments in other nodes of the network. Worms active-

ly seek out idle machines and retreat when machine load increases. Viruses (at present) have

none of these capabilities.

Tempest
A term that refers to the electronic emissions that computers generate as they work. With the

right equipment, these transmissions can be monitored, stored, and analyzed to help discov-

er what the computer is doing. As would be expected, most security agencies throughout the

world are interested in this phenomenon, but up to now it has not been the mechanism for

any known hack. But given time, who knows?

1.5. The Virus Invasion

Software viruses are the most recent computer phenomenon to hit the headlines.
Hardly a day goes by without reports of new viruses or accounts of virus attacks
that have resulted in the destruction of data and the shutdown of networks.

Yet the concept of a virus is not altogether new. Its precursor—the worm—was
created in the early 1980s, when computer scientists John Scoch and Jon Hupp
devised a program that would spread from machine to machine, steadily occupy-
ing the idle resources of the Xerox Palo Alto Research Center’s network (Scoch and
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Chapter 1: Hacking and Viruses 17

Hupp, 1982).These early worms were fairly harmless and released only at night when
network traffic was low and the machines were unlikely to be used in any case.
Whatever maliciousness was embedded in worm-type programs lay in their ten-
dency to consume resources—particularly memory—until a system or network col-
lapsed. Nevertheless, worms almost never caused any permanent damage. To rid
a machine or network of a worm, all one had to do was to restart the machine or
reboot the network.

The conceptualization and development of viruses had a longer gestation peri-
od. Other precursors to the virus included a number of experimental computer
games, including the game program known as Core Wars (Dewdney, 1984, 1985).This
game operates by setting aside an area of machine memory (which in the earliest
days of computing was often called the core) as a battleground for programs to com-
pete for territory and to attempt to destroy each other. To understand how Core
Wars works and its relationship to the virus concept, we need to understand a lit-
tle about the structure and nature of computer memory and Core Wars programs
themselves.

To begin with, computer memory can be regarded as a series of pigeonholes or
boxes in which an instruction, some data, or another memory address can be
located. The following schematics represent a typical Core Wars battle:

The letters A and B identify the location of the two combatants. The contents
of address 2 in the preceding schematic is a machine code instruction that is a Core
Wars program called IMP. Address 5 also contains an IMP program—the first IMP’s
adversary. (There are many kinds of Core Wars programs; IMP is among the sim-
plest, but also one of the most powerful.) The battle proceeds like this: It is IMP A’s
turn and its program is executed: MV01 (the IMP program) means “move the con-
tents of an address that is 0 addresses away (that is, the current address, address
2) into an address that is 1 address away” (that is, address 3). Essentially, this
instruction copies the contents of address 2 (the IMP program) to address 3. In oth-
er words, IMP A has replicated itself.

When this has been done and it is IMP B’s turn, IMP A has copied itself to address
3 and IMP B moves to address 4 (by executing its own program).This state of affairs
is represented below:

A B

IMP A’s Turn

1 2 3 4 5

MV01 MV01

1 2 3

A B

4 5

MV01 MV01MV01MV01

IMP B’s Turn
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When it is IMP A’s turn again, it already occupies address 3 (as well as its prior
addresses), and IMP B occupies addresses 4 and 5. On IMP A’s second turn (which
we need not show here), it copies itself into address 4 (again by executing its MV01
instruction), which is where the current IMP B resides. Hence, by overwriting IMP
B, IMP A has won the battle.

The bulk of Core Wars programs (and battles) are not this simple. Many of the
more complex programs have facilities for repairing themselves and for totally relo-
cating themselves in memory (i.e., evading enemy programs), and can even detect
the approach of other programs by having sentinels.What is most important about
Core Wars, however, and indeed this whole genre of game programs, such as the
games LIFE and Wa-Tor (both games that demonstrate the evolution of “life forms”
in a computer-generated environment), is their common notion of reproduction
in a computer-based system.

This concept of a program reproducing itself began to fascinate many people
and, in particular, the notion that a program could spread itself beyond the bound-
aries of a single machine or network attracted a growing interest.The acknowledged
originators of the virus concept were Fred Cohen and Len Adleman (who con-
ceived of the term virus). At a computer security conference sponsored by the
International Federation of Information Processing in 1984, they publicly announced
the results of a range of different networks and host machines (Cohen, 1984).Their
experiments showed how easily isolated machines and even whole networks could
succumb to simple viral forms. In fact, their experiments were so successful that
they often were banned from carrying out further experiments by the administrators
of various systems.Yet, despite this and other public warnings of the future threat
of software viruses, the first viral epidemics took much of the computing world by
surprise (Dembart, 1984; Morrison, 1986a).

By far the most obvious (and common) way to virally infect a system is to pig-
gyback a virus onto bona fide programs so that it can be transported on storage
media such as tapes, floppy disks, and hard disks. In addition, a virus can be trans-
ported via network links and electronic mail. So long as the virus either appears
to be a legitimate program or is capable of attaching itself to legitimate programs
(such as the operating system), then its spread to other system users and coun-
tries can be almost assured. It should be noted, though, that although most of the
current crop of viruses are maliciously destructive, a number of viruses have been
released that are quite harmless; these usually inform the user that the virus has
only occupied a few bytes of disk space. More common viruses tend to erase the
entire contents of a user’s hard disk or else corrupt programs and data to the point
where they are irretrievably damaged and quite useless.

Perhaps the most widely reported virus attack occurred in October 1987, when
large numbers of microcomputer users throughout the United States began to
report problems with their data disks. A quick inspection of the volume labels of
these disks (a volume label is a user-supplied name for the disk, such as “cash flow
figures”) showed that they all possessed the same volume label: “© Brain.”For these
reasons, the identified virus is often referred to as the Brain virus or as the Pakistani
Brain virus after the authors’ Pakistan address, which is revealed if the boot sector
of the disk is inspected.Although this virus caused some loss,procedures were soon
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implemented that effectively eliminated the virus.These included using only sys-
tem disks that were write protected so that the virus could not copy itself from one
system disk to another, as well as programs that identified an infected disk and
rewrote the boot sector so that the virus was destroyed (Webster, 1989).

Shortly before Thanksgiving 1987, a further virus was discovered at Lehigh
University in Bethlehem, Pennsylvania (and hence called the Lehigh virus). This
virus appeared to be particularly malicious in that it totally destroyed a disk’s con-
tents once the disk had been copied four times. Unlike the Brain virus, which
spread when an infected disk was totally copied, the Lehigh virus was much more
virulent and intelligent. Once it had infected a disk, this virus checked all other disks
inserted into the machine. If they were bootable (that is, if they carried a copy of
the operating system on them), the virus then checked whether the disk was
already infected; if it was not, the virus copied itself onto the new disk. Fortunately,
the same kinds of countermeasures that were effective against the Brain virus
were also effective against the Lehigh virus, and it now appears to have been erad-
icated (van Wyck, 1989).

And in yet another incident, Israeli PCs showed signs of viral infection in
December 1987, when programs that had been run thousands of times without inci-
dent suddenly became too large to fit within available memory. This virus, which
was disassembled by computer scientists at the Hebrew University of Jerusalem,
exhibited a somewhat different modus operandi. It appeared to work by copying
itself into memory and then attaching itself to any other program that the user might
subsequently execute.The author of this virus also had been clever enough to pro-
gram the virus so that it exhibited different effects over several months (almost a
form of time bomb). In 1988, the virus waited 30 minutes after the machine had
been booted up, then it slowed the machine down by a factor of around five, and
portions of the screen would be uncontrollably scrolled. More important, though,
if the date was Friday the 13th (any Friday the 13th after 1987), any program that
was executed was erased from the disk. It was soon found that the virus was
extremely widespread in both the Jerusalem and Haifa areas, with an estimated
infection base of between 10,000 and 20,000 disks. But, once again, antiviral soft-
ware was written to identify infected files and kill the virus, and another program
was written to act as a sentinel, warning users if an attempt had been made to infect
their disks (Radai, 1989).

Since the late 1980s, hundreds of viruses have been created and have caused
varying amounts of damage around the world. In 1990, it was even reported that
10% of the computers in China had been affected by only three strains of virus (SEN,
1990a). Now internationally recognized virus guru John McAfee has placed the
number of different viruses at more than 1,200, with 10 to 15 new strains being found
each week (Cribb, 1992). And perhaps the worst offenders are former Eastern Bloc
programmers; some Russian experts estimate that there are 300 to 400 Russian
strains alone (“Russian Viruses,” 1992). Many of these viruses are variations on a
theme in the sense that they rely on well-understood techniques for propagating
themselves and infecting systems. However, new vaccine techniques are con-
stantly being developed, and the vaccine development industry becomes more
lucrative every year as its software products attempt to immunize systems from
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large-scale data loss to the annoying refrains of Barry Manilow hits.Yes, the Barry
Manilow virus plays “Mandy” and “Copacabana” in endless succession! (“News
Track,” 1992b).

Unfortunately,not all self-replicating software is so innocuous. In November 1988,
a 23-year-old Cornell University computer science student, Robert Morris, devised
a worm program that crippled the network connecting MIT, the RAND Corporation,
NASA’s Ames Research Center, and other American universities.This virus was said
to have spread to 6,000 machines before being detected. In June 1989, Morris was
suspended from college after having been found guilty of violating the universi-
ty’s code of academic integrity. The FBI also carried a 6-month investigation into
this remarkable virus attack,and Morris was later charged under the Computer Fraud
and Abuse Act of 1986 with unauthorized access to government computers (“Cornell
Suspends Student Hacker,” 1989; “Cornell Virus Suspect,” 1989).

Eventually, Morris was convicted, sentenced to 400 hours of community serv-
ice, and fined $10,000 (Brock, 1990). But despite the fate of Morris, other Cornell stu-
dents since have been accused of using computer viruses to cause malicious
damage. For example, in February 1992 sophomores David Blumenthal and Mark
Pilgrim were accused of implanting infected game programs into a Stanford
University public computer archive (Daniels, 1992).

Conceptually speaking, it is possible for viruses and worms to achieve much more
sophisticated disruption than the cases reported so far, and it is quite likely that
the next generation of software viruses will exhibit a quantum jump in intelligence
and destructiveness. For example, it might be possible to develop a virus that only
affects a particular user on a particular network. In other words, given sufficient
technical expertise, instead of affecting all users, the virus would wait until a par-
ticular user ID executed an infected program.Then the virus would copy itself into
the disk area of that user and begin to wreak havoc.

Alternatively, viruses may have a range of effects that they carry out on a ran-
dom schedule, such as slowing a system down, deleting electronic mail, fuzzing
the screen (which almost certainly would be attributed to a hardware problem),
and encrypting files with a randomly selected encryption key (this would effec-
tively deny users access to their own files until the key was discovered—an almost
impossible task). Such strategies would delay the identification of a viral infection
for an extended period, because the set of symptoms would be large and extreme-
ly variable.

At least one recent virus appears to use such a strategy.The Twelve Nasty Tricks
virus generates a random number to determine which of 12 different actions to
take. Its repertoire includes a low-level format of a PC’s hard disk, reversing upper
and lower characters in print output, eliminating the printers’ line feed, blanking
out the monitor, and affecting the computer’s clock (Tellzen, 1990).

Even more worrying is the fact that commercially distributed software has been
contaminated by viruses. In one well-publicized case, desktop publishing special-
ist Aldus shipped several thousand shrink-wrapped disks that were infected with
the Peace virus (Jinman, 1990b). The concern generated by the advent of increas-
ingly sophisticated and powerful viruses has prompted some notable members of
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the computing community to call for new computers to be fitted with antiviral pro-
tection (both in software and hardware) as a standard feature (Hoffman, 1990).

The next generation of viruses probably will be more selective, not only in
whom they act upon and in the acts they carry out, but also in their objectives.This
prospect raises a number of interesting questions and hypothetical scenarios. For
example, could viruses be used for espionage purposes, not only infiltrating an ene-
my’s machines to delete their files but gathering intelligence data that would be
mailed back (electronically) or eventually gathered as versions of the virus filter
back to the virus authors? Could viruses become another facet of military capa-
bilities in much the same way that research into cryptography currently is? (A sci-
ence fiction book has encapsulated this theme. Softwar: La Guerre Douce by French
authors Thierry Breton and Denis Beneich depicts this scenario in pre-Glasnot
days.) Given the remarkable swiftness with which new viruses appear to spread
around the world, their potential uses as a weapon should not be underestimated
(Hebditch, Anning, and Melvern, 1984; Rothwell, 1988).

Such speculation seems to have some foundation from reports emerging out of
the Gulf war. Citing a new book, Triumph without Victory: The Unreported History of the
Persian GulfWar,U.S.News andWorld Report writer Philip R.Karn claimed that U.S. intel-
ligence agents placed a virus in one of the microchips used in a model of printer and
shipped it to Baghdad via Amman, apparently with devastating effects (“Operation
Virus,” 1991; SEN, 1992b). Other reports indicate that the U.S. Army is very interest-
ed in the possibilities of computer viruses and has even awarded a $50,000 prelim-
inary study to a company known as Software and Electrical Engineering (Lewyn,1990).

Some other developments also suggest that virus warfare is not mere specula-
tion. Already, the analogy of a computer system as an organism and a virus as an
infection has been extended to incorporate the developments of virus-killing pro-
grams called vaccines. These programs look for virus symptoms and notify users
that their systems have been infected. Some of the better vaccines seek out the
virus and kill it by repairing infected files. Furthermore, just as we would expect
to eliminate a virus in humans by the use of quarantine procedures, when deal-
ing with infected systems and media these procedures work equally well.

But for many virus attacks the only solution—provided that a vaccine does not
work—is to erase the hard disk as well as any other media (tapes, floppy disks) that
might have come into contact with the virus (almost like burning linen and other
possibly infected items). Then, clean copies of the system and backup disks are
reloaded onto the hard disk. Until this is done, the computer should not be used
for any other purpose and the trading of storage media is extremely unwise.

Yet perhaps the best form of defense against viruses is to make them much more
difficult to write. Some experts have argued that the way to do this is to place the
operating system on a read-only disk or in ROM (read-only memory composed of
chips, which cannot be altered and hence infected). Other procedures include car-
rying out parity checks on software (basically an arithmetic calculation, such as
an addition, on a file; if the calculation yields the correct result, it is unlikely that
the file has been tampered with); making each copy of an operating system dif-
ferent in its physical layout (that is, its pattern of storage on disk); and, whenever
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one uses a disk for the first time, making sure that the operating system on disk
matches that in memory (Dellinger, 1988).

Because of the risks that virus attacks pose to the knowledge assets of large com-
panies and corporations, and because of their lack of experience in dealing with
them, a number of security firms and consulting companies have sprung up to
exploit this rich commercial niche (Schwartz and Rothfeder, 1990). Furthermore,
the development of hardware forms of viruses has fueled the demand for such firms,
particularly since the discovery of the device known as Big Red. This small elec-
tronic gadget is surreptitiously installed in a computer installation by an insider
or commercial saboteur. Like software viruses, this device is parasitic in that it inter-
faces with the host computer’s operating system and converts encrypted files into
“invisible” ones that can be inspected easily by other users, if they know where the
files are and what to look for. At least 50 Big Reds have been found in the United
States, the United Kingdom, and Australia in banking and transaction-handling sys-
tems (“Local Crime Team,” 1987; “What To Do,” 1988).

Unfortunately, like system penetrations and computer crimes, it is often diffi-
cult to gather data on the incidence of virus attacks because these may have impor-
tant consequences for share prices and investor confidence. However, a recent
survey of 600 U.S. and Canadian companies and government agencies revealed that
63% had experienced at least one virus in 1991, compared to only 25% in 1990.
Furthermore, 40% of these institutions had at least one virus incident in the last
quarter of 1991, with networks being the most common form of propagation (“News
Track,” 1992a). Other independent surveys by Coopers & Lybrand Deloitte suggest
that of the top 500 U.K. companies, 24% had suffered a virus attack in the last 3
years (Charlton, 1991).The U.S. National Security Agency has revealed that two thirds
of the companies it surveyed had reported at least one virus in their computers
and that 10% of the 600 government agencies and businesses it polled had expe-
rienced an attack sufficient to shut down 25 or more computers (Boswell, 1991).

But perhaps even more worrying is the effect that viruses may have on large,
extremely complex, and potentially dangerous systems, such as those that man-
age air traffic control systems, hydroelectric dams, and nuclear plants. Already at
least one nuclear power plant has been affected by the introduction of a comput-
er virus. In early 1992, an employee of the atomic power plant in Ignalina, Lithuania,
infected his system in the hope that he would be paid handsomely to fix the dam-
age.As a result of the incident, both reactors were shut down and the Swedish gov-
ernment announced that it would pay to correct the 20 “small problems” that had
emerged (SEN, 1992c).

Other potentially life-threatening virus attacks include infections in three
Michigan hospitals that delayed patient diagnosis and threatened data loss and even
a mix-up of patient records (“Virus Hits Hospital Computers,” 1989). And like any
powerful technology, viruses have been used by the mentally unbalanced to cause
monumental harm. Perhaps the most serious case involved Dr. Joseph Popp, an AIDS
researcher who had worked in Africa for 10 years, who distributed 20,000 infected
computer disks labeled “AIDS Information” to organizations obtained from an
AIDS-related mailing list. Unfortunately, Popp’s mental state deteriorated to such
an extent that he was unable to stand trial for his offenses (Siddle, 1991).These and
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other incidents have prompted calls for both preventive measures and highly
responsive emergency teams who can act quickly to limit the viral damage caused
to sensitive systems. One example of this is the U.S. Defense Department’s Initiative
in creating Computer Emergency Response Teams to fight viruses and other com-
puter-based security threats (“Defence DepartmentsTeam up,”1990; Jinman, 1990a).

1.6. Ethical Issues Arising from Hacking

Some of the ethical difficulties associated with hacking and viruses are already quite
well known; other, more hypothetical, ones have yet to emerge.With regard to hack-
ing or system penetration, the legal position in different countries is often confusing
and is sometimes contradictory. But the central issues involved in hacking remain
almost universal.

When a hacker gains access to a system and rummages around in a company’s
files without altering anything, what damage has been caused? Has the hacker sim-
ply stolen a few cents worth of electricity? Indeed, if the hacker informs a compa-
ny of its lax security procedures, is he or she creating a public benefit by performing
a service that the company otherwise might have to pay for? In some countries,
such as Canada, it is not an offense to walk into somebody’s residence, look around,
and leave, as long as nothing has been altered or damaged. Can a hacker’s walk
through a system be considered in similar terms?

Unfortunately, the legal basis applied to system break-ins languishes in the dark
ages of real locks and doors and physical forms of information such as blueprints
and contracts. Equally, the law as it applies to breaking and entering—the destruc-
tion of physical locks—and the theft of information in paper form is a poor anal-
ogy when applied to the electronic locks that modems and password systems
provide and the highly mutable forms of information that computer files repre-
sent.After all, when one breaks into a system, nothing has been broken at all; hence,
there is no obvious intent to cause harm.When a file has been copied or selectively
viewed, what has been stolen? The information is still there. And if one happens
to try out a few programs while browsing through a system, is this almost analo-
gous to seeing someone’s bicycle, riding it for a while, and then putting it back?
Again, what harm has been caused, what crime has been committed? In the eyes
of many hackers, only in the most trivial sense could this kind of use be consid-
ered unlawful.

On the other hand, where malicious damage of information does occur (such
as the destruction of patients’ records in a health administration system), then a
form of criminal act clearly has occurred. The problem lies in determining the
extent of the damage and the degree to which the act was premeditated.
Unfortunately, in a complex and perhaps poorly understood computer system, it
is quite easy to cause unintentional damage, yet it is extremely difficult to deter-
mine the extent to which the act was maliciously premeditated. In addition, for
those figuring out a system for the first time, it is difficult to estimate the conse-
quences of some acts or the extent to which a command sequence may alter the
functionality of a system. Is this an example of ignorance of the law and is it equal-
ly unacceptable as a defense?
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Perhaps what is central to the ethical debate regarding hacker behavior is the
different conceptualizations of systems by their owners and by would-be hackers.
For system owners, the system is their property (as suggested by the legal frame-
work)—physical, touchable collections of central processors and disk drives—
bought, paid for, and maintained for the use of authorized individuals to carry out
authorized functions for the company’s benefit. Any unauthorized person or even
an authorized person who uses the system for unauthorized purposes is therefore
guilty of a form of unlawful use, a criminal act in the eyes of the owners. For hack-
ers, however, a system is an abstract resource at the end of a telephone line. It is a
challenging talisman, an instrument they can borrow for a while and then return,
probably without any damage done and without anybody being the wiser.

We enter a different arena, however, when we encounter acts of theft and will-
ful damage. Clearly, the theft of credit card numbers and their circulation to oth-
er hackers are criminal acts, as is their use to obtain free telephone calls or to charge
other goods and services. The destruction of information or its intentional alter-
ation on a computer system can be regarded in similar terms.Yet, to return to our
earlier point, should we regard browsing through a system as a criminal act?
Perhaps the answer depends on the nature of the information and who owns it.
Undoubtedly, the operators of a military installation would prosecute over any
unauthorized access, even if the system were concerned with the control of the
army’s laundry requirements. The government and the military have the right to
deny access to certain information if they believe that it is central to the nation’s
defense or to its continued good government. Yet, is a laundry service central to
national security or good government? Once again, we encounter a familiar dilem-
ma: Who owns this information and who should or should not have access to it?

In the private sector, we might even ask, What right does a company have to
hold information on individuals and what right does it have to deny individuals
access to that information? For example, many commercial institutions tap into
databases that hold the credit ratings of hundreds of thousands of people. The
providers of these databases have collected information from a huge range of
sources and organized it so that it constitutes a history and an assessment of our
trustworthiness as debtors.Who gave these companies the right to gather such infor-
mation? What gave them the right to sell it (which they do, along with subscrip-
tion lists, names, and addresses)? What limits are there on the consequences of
this information for the quality of our lives? What rights should we have to ensure
that our particulars are correct? Suppose that a hacker penetrates a system to cor-
rect the records of those who have been denied correction of incorrect data.Which
of these entities—the database owners or the hacker—has committed the great-
est ethical error? Or are both equally guilty?

Perhaps the final issue is that concerning information ownership: Should infor-
mation about me be owned by me? Or should I, as a database operator, own any
information that I have paid to have gathered and stored? On the other hand, giv-
en that the storage of information is so pervasive and that the functioning of our
modern society relies on computer-based data storage, does the public have the
right to demand absolute security in these systems? Finally, should some hackers
be regarded as our unofficial investigative journalists—finding out who holds what
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information on whom and for what purpose; checking whether corporations are
adhering to the data protection laws; and exposing flagrant abuses that the gov-
ernment cannot or will not terminate?

Many organizations in modern society claim to possess rights to the gathering
and maintenance of information and its application in the form of computer-based
information systems. In addition, apart form the dangers of the centralization of
government power and authority, the centralization of information in powerful com-
puter systems increases their influence in running our societies and, in turn, makes
us more reliant upon them, thereby increasing their influence even further. In this
milieu, the hacker represents a dangerous threat.Yet, like the corporations and insti-
tutions hackers act against, they also claim certain rights in terms of information
access and ownership.

For many commentators, these issues should be resolved in the legal domain
by determining the rights and responsibilities of information holders and the legal
status of information and information systems. But such an approach may be too
limited. Hacker activities can be deterred not only by punitive legislation but by
making systems secure in the first place; that is, by making them secure in their
design, in their technological implementation, and in the procedures and practices
that are used in running them. And, in turn, that protection also implies inculcat-
ing security habits among employees and system managers.

There is an important role for ethics education in clearly identifying unethical
practices and areas of ethical conflict. Unfortunately, the abstract nature of com-
puting often removes it from its real-life consequences, and what appears to some
to be an innocent act can cause untold harm if it goes wrong. By increasing the sen-
sitivity of computing professionals and students to the ethical implications of their
conduct, the amount of hacking might be reduced. This three-pronged approach
of revising existing laws, building and running more secure systems, and sensitizing
individuals to ethical issues has been advocated in more recent writings by Peter
Denning and other authorities (Denning, 1990). Even representatives of IBM have
spoken of the limitations of technical measures against hacking and viruses and
have suggested that the greatest gains might be made in simply convincing peo-
ple that high-tech high jinks are wrong (“Viruses Give Legislators a Headache,”1990).
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